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TNI/TCSEC MATRIX 
 A1 B3 B2 B1 C2 C1 

DISCRETIONARY ACCESS 

Discretionary Access Control       

Identification and Authentication       

System Integrity       

System Architecture       

Security Testing       

Security Features User's Guide Trusted Facility 

Manual Design Documentation Test Documentation 

      

CONTROLLED ACCESS 

Protect Audit Trails       

Object Reuse       

MANDATORY ACCESS CONTROL 

Labels        

Mandatory Access Control       

Process isolation in system architecture       

Design Specification & Verification       

Device labels       

Subject Sensitivity Labels       

Trusted Path       

Separation of Administrator and User functions        

Covert Channel Analysis 

(Only Covert Storage Channel at B2) 

      

Trusted Facility Management       

Configuration Management       

Trusted Recovery       

Covert Channel Analysis 

(Both Timing and Covert Channel analysis at B3) 

      

Security Administrator Role Defined       

Monitor events and notify security personnel       

Trusted Distribution       

Formal Methods       

 A1 B3 B2 B1 C2 C1 
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